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	Ref Test Report No: STQC IT-ERTL(N)/Income Tax/AS/TR/09/2022/242
	Identification of Web Application: Income Tax India Official Website
	Organisation Name: Income Tax Department
	Test / Staging URL: https://stqc-live.incometaxindia.gov.in/Pages/default.aspx
	Host URL: https://www.incometaxindia.gov.in
	Additional Recommendation (if any): 4.  User access log & transaction log of the Web application should be enabled and stored on a separate secure server.
5.  Sensitive data must be suitably protected using TLS ver1.2 or above and use the proper server certificate.
	Conclusion: The Web application is free from OWASP Top 10, 2017 and any other known vulnerability and is safe for hosting based on the fulfillment of the recommendations mentioned above. Hash of the Application:
1. Application (Taxmann.ITI.UI)     1adcdf9d061ae8aab19d4a3ce6f2339e4395595e01b3081403aca296c99f2d0b   SHA256
2. Configuration (VirtualDirectories)  7dda68f700e8ee5fdaa22f847638a46e3eecb216c80e49e7941e7bf344280522 SHA256
	Enter Date: 07/09/2022
	Production URL: https://www.incometaxindia.gov.in
	Test Laboratory: ERTL(North), STQC Directorate
	Date of Testing: 03rd August 2022 to 08th August 2022, 9th August 2022 to 17th August 2022, 05th-6th September 2022
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	Enter Compliance for A2: [Satisfactory]
	Enter Compliance for A3: [Satisfactory]
	Enter Compliance for A4: [Satisfactory]
	Enter Compliance for A5: [Satisfactory]
	Enter Compliance for A6: [Satisfactory]
	Enter Compliance for A7: [Satisfactory]
	Enter Compliance for A8: [Satisfactory]
	Enter Compliance for A9: [Satisfactory]
	Enter Compliance for A10: [Satisfactory]
	Enter Name & Designation: Md. Danish
		2022-09-26T15:55:45+0530
	ERTL(North), Delhi
	MOHAMMAD DANISH
	I am the author of this document




